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Information in this document is subject to change without notice. The software described in
this document is furnished under a license agreement, OEM, or reseller agreement. The
software may be used or copied only in accordance with the terms of those agreements. No
part of this publication may be reproduced, stored in a retrieval system, or transmitted in
any form or any means electronic or mechanical, including photocopying and recording for
any purpose other than the purchaser's personal use without the written permission of
South River Technologies, Inc.
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Sharepoint, and Windows Vista are trademarks of Microsoft Corporation, Inc. The names of
other actual companies and products mentioned herein may be the trademarks of their
respective owners. Any information in this document about compatible products or services
should not be construed in any way to suggest SRT endorsement of that product or service.

South River Technologies, Inc.
2635 Riva Road

Suite 100
Annapolis, Maryland 21401

USA

Telephone: 410-266-0667
Fax: 410-266-1191
www.southrivertech.com

Please Note: The following instructions will help you to set up WebDrive® for use with
SharePoint® Services. Some screens in this instruction contain options that do not pertain to
configuring WebDrive for use with SharePoint Server. If you need additional information
regarding these steps, please see the WebDrive User’s Guide. For the purpose of this quick
start guide, we will guide you through these options without configuring additional settings.
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System Requirements

Operating
System

Processor

Disk Space

Internet
Connection

Network
Components

Windows XP® (32-bit & 64-bit)

Windows Server 2003® (32-bit & 64-bit)
Windows Vista® (32-bit & 64-bit)
Windows Server 2008® (32-bit & 64-bit)

Windows 7® (32-bit & 64-bit)

Pentium® Class or better

Minimum 32MB system memory

Minimum 40MB free disk space for product and caching
space

Direct Internet connection or modem with a minimum
baud rate of 28.8 (56K is recommended)

Microsoft® 32-bit TCP/IP networking component

Make sure all Windows Service Packs and Updates have been installed.
No other TCP/IP stacks are currently supported.
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Installation Notes

To install WebDrive, you must be logged on with the user account that has
administrative rights. If you are using Vista, you must run the install with elevated
privileges; right-click on the setup program and select Run as Administrator.
Once installed, you can use WebDrive from any user account.

For 64-bit Windows support you will need to install the Native 64-bit version of
WebDrive which you can download here
http://www.webdrive.com/products/webdrive/index.html

To uninstall WebDrive, you must also be logged in with the user account that has
administrative rights. From the Control Panel, select Add or Remove Programs
and then select WebDrive, or select the uninstall icon in the WebDrive program
folder.

Make sure all Windows service packs and updates have been installed.
No other TCP/IP stacks are currently supported.

DO NOT LOSE YOUR REGISTRATION INFORMATION. You will need the

Product Registration Code each time you install the registered version
of WebDrive.
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WebDAYV, IIS, and SharePoint Overview

Many people are under the misconception that SharePoint uses the WebDAV functionality
provided by 11S. Actually, SharePoint provides its own WebDAV implementation using the
Stsfilt.dll ISAPI filter that is installed with both Windows SharePoint Services and SharePoint
Portal Server. Enabling or disabling the WebDAYV extension in 11S 6.0 has no effect on
SharePoint functionality. Installing WebDAV 7.5 in 1IS 7.0 (even if it is disabled) breaks
Sharepoint’s built in WebDAV. Consequently, the first step in configuring WebDAV access for
Sharepoint running with I1S 7 is to uninstall WebDAV 7.5 in ADD/REMOVE PROGRAMS.
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Configuring SharePoint Services WSS 3.0

Installing Windows SharePoint Services—WSS 3.0

After you have installed Windows SharePoint Services 3.0, you may need to perform
administrative tasks to complete your deployment. See the Windows SharePoint
Services quick start guide for more information: http://technet.microsoft.com/en-
us/library/cc288608.aspx

NOTE: WebDAV capability is built into SharePoint Services WSS 3.0.
If you have previously installed IIS WebDAV, you must UNINSTALL
WebDAV 7.5 to use the WebDAV that is included in SharePoint
Services WSS 3.0. If you need more information about configuring
SharePoint Services, please see your SharePoint Server
Administrator.

For information about configuring WebDAV without using
SharePoint Services, see
http://learn.iis.net/page.aspx/350/installing-and-configuring-
webdav-on-iis-70/
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Configuring WebDrive

1. Launch the WebDrive Site Manager and click New
Site. Type the name of the site that you will be
connecting to. Use the drop-down arrow to select an
available Drive letter. Click Next.

2. Use the drop-down arrow to select WebDAV as the
Server type.

3. If you enabled HTTPS, select the Connect Securely
check box. Click Next.

WebDrive SharePoint Quick Start Guide
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WebDrive

What would you like to call this Site ?
Enter a name for the site you will be creating

Enter the name for the site you wil be connecting to

Test SharePaint

Drive W v

Duick Help

Enter a name for the site you wil be creating

Site Wizard X
What type of Server wil you connect to 7
WebDrive
Setver type
WebDAY v
FiontPage L
GroupDrive
SFIP (sch)
mazon3
Quick Help
Select the pratacal type that you wil be using b connect ko this server
<Back J(__Mest> | [ Cancel
Site Wizard X
Whal type of Server wil you connect to ?
WebDrive

Server lype

Connest Securely

Quick Help

Select the protacol type that you wwil be wsing to connect to this server.

<Back || Nest> ) Cancel
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4. Type the URL for the Server. Your SharePoint f x|
Administrator will provide this information. You must | """ 3.
type a fully qualified path. For example: N
http://servername/site. The default port for oo
secure connections is 443. If you would like to e dlat pot
change this port, clear the check box and type in the
port number.

5. If you are using SSL certificates, use the drop-down 5 @
arrow to select your certificate or click Certificate

Manager to manage your certificates. If you are
not using SSL certifcates, click Next.

Client Certificate to connect to server with

Password for Certificate

—
Cesliicate Manager | )
——,

Quick Help

Select a certificate to use for this connection. Leave it to No certificate it
yeu do not need one or are unsure,

<Back J[_Mext> | [ Cancel

6. Configuring Certificates—WebDrive’s Certificate <E.Ceviesls Harses: |
Manager provides several options. You can i
choose to Create a new certificate. You can
Import your certificate and private key. If you
select Sign CSR the Certificate Signing Wizard
will launch. Once you have certificates stored in
WebDrive, you can also use the Certificate
Manager to Delete, Export or Update your CSR, | | smcm | ]
or to look at the Properties of your CSR. L =

[ Typs [

See the Appendix A for instructions regarding the options available in the Certificate
Manager.
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7. After you have configured your certificate from the
appendix and closed the Certificate Manager, you
are returned to Certificate settings. Select your
certificate using the drop-down arrow and enter
your password. Click Next when you are finished.

8. Type the Username and password to access the
SharePoint server. Note: Do not click Test
Connection; we have not finished configuring your
settings.

9. If you can successfully connect to the server you will see
Status: Successfully Connected. If you do not successfully
connect you will receive an error message explaining why

you cannot connect. Click Close.

10. Select Connect to Site now if you would like to
connect to the site now. If you would like to
Connect at login/startup, you may select this
check box. Click Finish.

WebDrive SharePoint Quick Start Guide

Sile Wizard X

Certificate Settings a
NebDr

Client Cerlificate to connect to server with

LD 551 Cartcale v

Certficate Manager
Ouick Help

Select a certificate to use for this connection. Leave it to No cerlificate if
you do ot need one or are unsure

<Back N HNet> ) [ Cancel

Site Wizard [

Please enter Account Information

WebDrive
[ Anonymous/Public Logon

Usemams:  |Jodi

Passnord:  |ewee]

—_—
[¥] 5ave Password ([ Test Connection )

—_ -~
Quick Help

Enter your password to access the server.

<Back | New> | [ Cancel

. T T

Status: Successfully connected,

Site Wizard %]
The Site is now ready for use
NebDrive

The Site has been defined, you can connect to the Server now if pou wish,

Cannect ta Site now

Connect at login/startup

Quick Help

<Back J{ Finish ) [ Cancel
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11. Now that you have finished your initial S.asrim ersien 2.1
configuration using the Site Wizard, there are
a few additional setting that you must
configure using the Site Manager. In the Site
Manager, be sure that you have your
SharePoint site selected, and then click
Properties.

L;
il
E

f

Eekbpbke

Hawtts | [ Wawrods | [ Dwben | [(Dors S |

[ Sarve Passwerd

12. Click HTTP Settings and select Always choose
Basic Authentication.

T perv—

i

ooEooROES §
i

13. Click Cache and use the drop-down arrow to
select Override global settings.

14. Click + to expand Cache, and then click Options.
Select Multi-user-Check with server to
determine if cache files are up to date.

WebDrive SharePoint Quick Start Guide
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15. Click File and under Basic File Options, select :

e Cache temporary MS Office files,

e Ignore destop.ini files (assume they
don’t exist),

¢ Disable explorer icon handler to prevent
file download,

¢ and Enable Directory change notification.

Click OK when you are finished. Your WebDrive

site is now ready for use with SharePoint Services

(WSS 3.0).

WebDrive displays your server connection as a mapped
drive letter.

Double-click the WebDrive tray icon m to view the
WebDrive Monitor or to disconnect from the server.

SRT

JE000RER0E000

o | [Cree

M Jodi's SFTP Server on "Webdrive’ (W:)
Fie Edit View Favortes Tools Help

| O e [ rolders | [F)-

File and Folder Tasks

() Make anews Folder
) Publish this folder to the
Web

Other Places

i My Computer

i o T e A e

B WebDrive Monitor

[[Site ] Jod's SFTP Server

Loadeg Hotthey Jod WebDime Hoat Koy -
b

Cache Fles. 1 Vigkiale: 0 swe: 0 Expwe Trve: 201
Ciache Fokders: 1'Valdate: 0 Dopeec 0 Copee-Time: 30

rrenctagg v e albost on et 37

Fianseen Progmes  Tantet S
[(oewiase | L oeornea D
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Appendix A: WebDrive Certificate Manager

1.

2.

Click Create to create a certificate. This will launch

the SSL Certificate Wizard.

Type your Certificate Information. You must
supply your information for each field. Use the
drop-down arrows to select the Country and Valid
From and Valid To dates. Enter the valid Email
address that will be used to contact the owner of
the this certificate. Click Next.

Select a desired key length to be used with your
certificate. Longer key lengths provide better
security, but result in slower performance. Shorter
keys run faster but are less secure. Key lengths of
1024 bits or larger are recommended for secure
environments. Click Next.

Your certificate name will populate
automatically. Create a Private Key password.
Your password must be at least four characters
with no spaces and is case sensitive. After you
confirm your password, click Next.

Contfcate List
= [ Ty [
| scsn. | |
w_ gt | o

Certhcate Iefcmstion
Common Mame: [ILD) S5L Certicate

Dugarizaion: [South Aiver Technologes
Localiy/Ciy: [rrspoks
Siate/Pirance: |MD
Courny: [Unted Slaes

Wl From: | 11800

L)Ll

Saleci o kot lenath h Longst key
lengtha are mose secure, but e sighily slowes bo process.

Supgrebed Koy Lengths

T S12bis

10 by

2040 bty

A% Dy

T Custom Kay Sos fn bis}

Srnbecd B apgucpriste kinp barith o use velh B contilacate. Shirtes bays e s smcare, bul poskd
Eaitar paddomarcs

< Back 1 Mgt > l Corcel Heo

851 Certificate Wizard - Step 3

Caticate Name
LD S5L Corifcate

Firvale hey paternd

Canfirm password

Corem thal the passvwond was enteed comectly by re-yong | heve.

< Back Mgt > Cancel Heg
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5. There are three options available for generating your certificate:

=Self-sign this certificate—Select this option if you T al
would like your new certificate to be self-signed. Self- T :

Self-signed certificates are relatively insecure and should ok be used in
production environments.

signed certificates are relatively insecure. In general,
thls Option ShOUId Only be used for teSting purposes Export the certificate request [CSR) to the following directory:
and should not be used for certificates that will be : -

" Sign this certificate using the following Trusted Cestificate

used in a production environment. puitese o

" Generate C5 for siaring by  Trusted Certicate Autherity

Select this option i you would fike your new certiicate to be sel-signed. In general. this should ony
be used for testing puiposes and should not be used for cerificates that will be used in a production

Generate CSR for signing by a Trusted

Certifi(_:ate Authority—Select thIS- gptlon !f you | o P, | |
would like to generate a CSR (Certificate Signing
Request) to be sent to an external CA (Certificate
Authority) or Trusted Authority for signing. Once the CSR has been signed, and your
certificate generated, you will be able to update your CSR and import your newly signed
certificate. Export the certificate request to a directory by using the “...” browse button.
For more information about generating a CSR for signing by a Trusted Certificate Authority,
see Appendix B.

=Sign this certificate using the following Trusted Certificate—Select this option if you
would like to sign this new certificate using a trusted certificate already in your certificate
store.

Click Finish when you are done configuring these options.

6. Click Close. You will be returned to the = Certificate Manager X
. . . . Certificate List
WebDrive Site Wizard, step 7 of the main body of EETET = [
[ELILD 551 Cettificate Cerlificate

this quick start guide.

‘ ‘ Sign CSR ‘
Create | Import | K Close N
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Importing a Certificate

1. Click Import to import your certificate and
private key.

SRT

" Certificate Manager El

Certificate List

Common Mame [ Type [
[E1ULD 551 Certficate Cerificate

Sign CSA ‘ j

Create. Import ‘ Close ‘

2. Import Certificate provides two options for importing your certificate:

You can select Import my Certificate and Private
Key from a single file in PKCS#12 format. Use the
“...”” browse button to browse to your .p12 file. Type
your Private Key password and Confirm your
password. Type a name used to identify this
certficate in the system. When you are finished, click
Import.

-OR-

You can select Import my Certificate and Private
Key from separate files. Use the browse“...” button to
browse to your .crt file. If you would also like to Import
your Private Key Information, select this check box and
browse to your .key file. You must then type your
Private Key password and confirm your password.
Type a name used to identify this certificate in this
system. When you are finished, click Import.

3.  Your certificate has now been imported and you
can see it listed in the Certificate list. Click
Close. You will be returned to the WebDrive Site
Wizard, Step 7 of the main body of this Quick
Start Guide.

It i Corblcabe s Firviste Fasy fooes o songle e FECS12)
Filename:

™ It oy Comvblicabes st Firvisbs Fomy foom sepusle [
Ceniicahe faname:

Prcales Koy lisnase.

[ 4

Private Kay patiwsed Confim patpword

Enlm & nanme used lo sderiiy the Ceticale n the syabem

|FIFS Cmlircate
o |

Import Cartificate E|

1 liigeal iy Cowtdicsbe ared Firvasls Koy Irom & sesghe be [FRCSE12)
Filoname:

% |mpent iy Cestlicabe ared Firesbs Koy lom separale liss
Cestlicae finams:
CADocuments and Setings \iodhDieskrop\Cenificates\JLD S5L Cemificate.cit [ )]

¥ Ingxat Pirvae Key Informatuon sl
Forvale Ky lenass:
[EDocuments snd SevingsiodniDiedknophCenic stesILD 551 Combeatekey ||}
Pir Condi 4
I =]
Erier & rsarim e Yo nbeniiy s Cerlicate i U syslem

LD 550 Cenlircate

e P e

) Certificate Manager X

Certificate List

Commen Name [ Tope [
Ceilificate Store Cetificate
SR Centificate
FTPS S5L Certficate Certificate
LD §5L Cenficate Centficate

| ‘ Sign CSR.

|
Create. | |mport | |C Close j
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Signing the CSR

1. Select Sign CSR. The Certificate Signing Wizard
will launch.

SRT

#! Certificate Manager ]

Certficate List
Common Name [ Type [
(E1ULD 551 Certficate Certficate
| £
P I Ton ] oon ‘ B ‘

2. The Certificate Signing Wizard provides two options for signing your certificate:

You can choose to sign a CSR in local store. Use
the drop-down arrow to select your certficate and
then type your password. Click Next when you are
finished.

OR

You can select an external file that contains your
CSR and use the browse “...” buttons to browse to
the certificate and to save the certificate. Click Next
when you are finished.

| would like to sign a CSR in local store
Certificate Passward:
[esn |

| would like ta select an sitemal fls containing my CSF

Extemal filename containing CSF to be signed:

Certificate Signing Wizard - Step 1
Save the cartificats to the falowing file:

| o

Pleass enter the password associated with the key-pair for this CSF

1 Next > p Cancel Help

=

Certificate 5i Wizard - Step 1 @

7 1 would like ta sign 3 C5R in local store
Cettficate Password

[ =

@I would like to select an extemal file containing my C5R

Estemal flenane: containing CSF to be signed:
[E:\Documents and Setingshiodi Desktop\Certificates\S 5L Carl_ ..

Save the cetificats to the following fe:
[C:\Dacuments and SetingshiodiDesktap\Cartiicates\SSL Carf ...

Click this button to browse for the external CSR file that you would like to sign.

@ Net> P Concnl Help

© O

WebDrive SharePoint Quick Start Guide 16



SRT

3. Select the Certificate name using the
drop-down arrow. Type the password used
to access the key-pair for the selected
certificate. You can change the Valid From
and Valid To dates by using the drop-down
arrow. Click Finish.

Certificate Signing Wizard - Step 2 EJ

Sign using the following rusted certificate
Cerificate name: Passward

[4LD 550 Cettficate BRG]

Certificate Validity Period
Yalid From: | 1/17/2008 =
Walid To: | 1/16/2009 =

Enter the password used to access the key-pait for the selscted certficate

< Back 1 Finish ]} Cancel Help

4. Your certificate is now ready for use and ¥ Certificate Manager X
appears in the Certificate List. Click Close. You e e :
will be returned to the WebDrive Site Wizard, %5;35;' EE
Step 7 of the main body of this quick start guide. RIS SSECatles Eeniite
| ] |
| | T,
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Appendix B—Trusted Certificate Authorities

Generating the CSR for Signing

1. Launch the WebDrive Certificate Manager. Click
Create to create a certificate. This will launch the Eafele Lt

Commen Name [ Tvpe [
SSL Certificate Wizard.

‘ | Sign CSR. | }

( B \) Tt ‘ | I Ehs ]

2. Type your Certificate Information. You must SSL Certifcate Wizard -Step 1

supply your information for each field.* Use e
the drop-down arrows to choose the Country

Organizalion: [South Fiver Technlogies
Depatment [Engineeing
i H ocalt it NNEpoIs
and Valid From and Valid To dates. Enter the . ———————
valid Email Address that will be used to Couny: [Lrdedioes =

ValdFrom [ 1210008 0 =
contact the owner of the this certificate. Click el 120 =

Email Address: |webmaster@southrivertech com

Enter a valid Email Address used to contact the owner of this certificate.

(l Next > ) Cancel Help

*The Common Name (CN) is the name of the server. Avoid using characters that any
system treats as special characters. Please note that some Certificate Authorities do not

allow you to abbreviate the State/Province name, so it is best to spell out the State or
Province name.
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3. Select a desired key length to be used with
your certificate. Longer key lengths provide
better security, but result in slower
performance. Shorter keys run faster but are
less secure. Key lengths of 1024 bits or larger
are recommended for secure environments.
Click Next.

4. Your certificate name will populate
automatically. Create a Private Key
password. Your password must be at least
four characters with no spaces and is case
sensitive. After you confirm your password,
click Next.

5. Select Generate CSR for signing by a
Trusted Certificate Authority. Export the
certificate request to a directory by using the
“...” browse button. Be sure to take note of
where you save the .csr file because you will
need to access it again to send it to the
Certificate Authority. Click Finish.

SRT

SSL Certificate Wizard - Step 2 5]

Select a desiied ke length to be used with yous certficate: Longer key
lengihs are more secure, bul are slightly slower to process.
Supported Key Lengths

" 512 bite

1024 bits
2048 bits
4096 Bits

" Custom Key Size fin bits) =

Select the apprapriate key length for use with this certficate. Shorter keys are less secure, but yield
faster perormance.

< Back ‘ Next > } Cancel Help.

SSL Certificate Wizard - Step 3

Certificate Name:

[qalab1 southrivetech.com

Private key passward,

Enter a password that wil be used to secure the piivate ke assoriated with this certificate.

< Back (I Nest > i) Cancel Help

SSL Certificate Wizard - Step 4

" Self-sign this cerificate
Self-signed cerificates are relatively insecure and should not be usedin
production environments.

 iGenerats CSA for signing by a Trusted Certificate Authorite

Expart the certicate request [CSR] to the fallowing diectary
[EanFips ecFiestestCents toreh qalabl southivetech camcsr . |
" Sign this certficate using the fallowing Trusted Certficate

Certificate: Password:

= |

Select this aption if yau would like to generate a TSP, or Cetiicate Sianing Reauest, to be sent off to
a1 estemal CA or Trusted Authrty o sianing, Once the 5P has been sianed, and vour certficate
generated, you will be =ble to Update pour CSR and impart your newly signed cartifcate

< Back. (I Finish D Cancel Help

WebDrive SharePoint Quick Start Guide 19



SRT

6. You will see a message that indicates that your CSR has been successfully exported
to the directory that you chose to in Step 5.

Titan MFT Server

A\ T

thes recpert

5 b & trusted Cartficats Authoniy faor sgning. Crce you receive the

. Click Close to close the Certificate Manager

=F Certificate Manager
Certificate List

Common Name [ Type [
0.0.00 Centicate

8 galab . southivetech com Centificate Signing Request

| | smcsA. | operizs. |

Create, | Impat, | Upsecer. (] Cose
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Sending the CSR to the Certificate Authority/Certification Authority

1. Open WordPad and browse to the location of your Tt i W 0
.csr file. Copy the text of the entire file, including the e

words “Begin Certificate Request” and “End Certificate 'E J et
Request. ..

pistun TR L2k e pra T SRR U vER UL O
BexCed 18Pbus BEWiE: Lubdvipial ) 2ANEE 1 Ry
TIPS gt

[Fa—

o The st e s i Vo ot

|51 awtea semtictontoch com car - Warded =% |
L

DFd SR A tam- 2

QesTERLER
JaZedeIaTRCKE CEPE

3
pevin:
ESRomLa/ ETeuw T GEa0n || GTIFES palwarges
e CENTEFICATE MEQUESTnone

2. You must choose a Certificate Authority/Certification Authority. There are many
Certificate Authorities/Certification Authorities to choose from, such as:

https://www.thawte.com
http://www.verisign.com
http://www.digicert.com

Once you have chosen your Certificate - ‘ : L
Authority, navigate to the area on the CA’s 1 ' '
web site where they have provided a place

for you to paste your CSR. Paste your CSR,

and provide any additional information that L}:N
is required by the Certificate Authority. P

Langruages

After you submit your Certificate Signing

Request, the Certificate Authority will verify

the certificate request information and

create a certificate for you. The time necessary to create a certificate varies from authority
to authority, so check with the specific certificate authority for turn-around times.
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Updating CSR in WebDrive

1. After the Certficate Authority approves your CSR, they will
email you a secure link to access your certificate. Copy your
certificate to WordPad and save in .crt format. When you name
your .crt file, do not use extra periods or characters that any
system treats as special characters. Be sure to take note of
where you save the .crt file because you will need to access it

again to update the certificate stored in the server.

2. Launch the WebDrive Certificate Manager. Select
Update CSR.*

(*DO NOT CHOOSE Import. If you choose Import it
will invalidate your CSR. To properly configure this
certificate to WebDrive Server you must choose
Update CSR.)

3. The Update CSR Utility will launch. Use the
drop-down arrow to select the CSR File that you
would like to update with a signed certificate. Once
updated, the CSR will become a valid certificate
associated with your KeyPair. Type your password.
Use the browse “...” button to browse to the
location of your certificate (.crt) file. When you are
finished, click Update.

4. Your CSR is now upgraded to a verified certificate file.

You may now use the certificate. Click OK.

SRT

=5 )
¥ Certificate Manager
Certficate List
Commen Name | Type [
0000 Cerficate
[+l qalabl southrivertech.com Certificate Signing Request
Delete | Export ] Sign CSA e
Create.. | Import. Updale CSF... Close
Update CSR
This utiity allows you ta update an sisting CSF, with a sined cettificate. Dncs updated, the CSA
will become a valid ceriificate associated with your keppai.
Update the following CSR file
CS5R File Password:
gakab1 southiivertech,com ‘sl
Assosiate the follawing signed cartiicate to my CSR
Signed Certifisate:
C:\qalabl.crt |
Update  |) Cancel
—_—
Titan MFT Server EJ

'E The SR has now been ugraded to a verified certificate file.
.

“fou may now use the certificate.

C=
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