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Please Note: The following instructions will help you to set up Titan FTP Server to thwart
hackers by using Titan FTP Event Management. Some screens in this instruction contain
options that do not pertain to using event management to thwart hackers. If you need
additional information regarding these steps, please see the Titan FTP User Guide. For the
purpose of this quick start guide, we will guide you through these options without
configuring additional settings. A listing of Frequently Asked Questions (FAQ) is also
available at our Knowledgebase Support Center
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Using Event Management to Thwart Hackers—Overview

One of the most common server problems involves unauthorized users or hackers
attempting to guess user names and passwords in order to gain access to the server.

Titan FTP Server Event Management can help thwart these attempts by detecting invalid
user attempts. Titan FTP will kick that connection from the server and ban future access
from the client IP address.

This quick start guide will help you to set up three separate actions using the Titan FTP
Event Manager that will help protect your server from being compromised. These actions
will occur when a hacking attempt is triggered.

e Send Email — An Email action allows the server administrator to be notified each time
the event is triggered. It is a very good idea to send an email notification so that the
server administrator can double check to make sure that a valid user was not banned
from the system.

e Kick User — A Kick User action terminates the current connection session and
prevents the user from issuing another USER command.

e Ban IP Address — A Ban IP Address action prevents future connections to the server
from the same client IP address.

Event Management Best Practices

The Event Management actions that this quick start guide will help you to configure is just
one way that you can use Titan FTP Server Event Management to monitor unauthorized
access to the server. Regardless of the event and action configuration for each event,
whenever you create new events it is a good idea to send an email notification to the
system administrator, especially if you have defined an action that bans someone from
accessing the system. Although rare, on occasion a valid user may misspell their user name
or some other error may occur that causes a valid user to be banned from the system.
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Using Events to Thwart Hackers—Configuring the Event Handler

1. Once you have created your server using the New Server Wizard*, the [ w ==}
server starts and appears in the main Titan FTP Administrator window. A .
green icon appears to indicate that the server is running.

*For more information about specific configuration options available in the Titan FTP Server
Wizard, see the Titan Administrator’s User Guide or visit our Knowledgebase Support
Center. A complete listing of SRT Quick Start Guides is also available online.

2. You will use the Titan FTP Server Administrator to X — . ] \
configure your Event Handler. Select the server that —%? 45 %I%% i,,h..- = i
you would like to modify from Titan FTP Server B o l

. . {

Domains tree, and then select Events. Click Add to E

add the event. The Titan FTP Event Handler Wizard i

will launch. The Event Handler Wizard will allow you = i

B e -‘

to Set Events, Set Conditions for the events that you !

select, and then Set Actions for those events. {

]

3' Set Events Lvant Handler Wizard: Set [vents E|
Select Bad command issued using the check Hf Tt e 'D{,g‘;:r;mﬁ;

. . . =0 Sew o

box. This option is located on the Select Events L e A

to Handle menu tree, under User events, User ﬁ;w

login attempt failed. Click Next. ﬁ;
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* 0 F Lok everids
Check one o more events on the sight side b 53d 1o this Evert Handier,
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4. Set Conditions

To use this event to thwart hackers you want
to capture all connection attempts, so do not
specify any conditions. Click Next.

5. Set Actions

You will set up three separate actions that will
occur when a potential hacking attempt is
triggered.

e Send email—An email action notifies
the server administrator each time the
event is triggered. We recommend
that you use the Send email option so
that the server administrator can
verify that a valid user is not banned
from the system.

SRT

Event Handler Wizard: Set Conditions

Event Handler: Select Conditions: I Show all conditions

X

7 Bad command issusd

1 name|
ser group membershin
User account expiration date
2u User enabled

2, IP addiess

L. Connection time

0ooooo

Edit 2 condiion by double-clicking & checked condition on ether side.
Flemove a condtion by unchecking i fiom sither side

< Back 1 Nest > P Cancel

Add conditions by fist selecting one of more events on the left side and then checking a condiion on the right side

Help
Event Handler Wizard: Set Actions @
Ewent Handler: Select Actions:
# Bad useiname

O 2 Sendemal
O # Flag for admin review
O 2 Fun file/seript
O & wiite to custom logfile
O 2 BanlP address
02 Kickuser
O # Disable User Account

To add an action, check one of the items on the right side.

To edit an action, double click the action on the left side,

Multiple actions of the same type are pemitted by checking the action on the right side again

< Back Mext > Cancel Help

¢ Kick User—The Kick User action terminates the current connection session and
prevents the user from issuing another user command.

e Ban IP address—The Ban IP address action prevents any future connections

from the same client IP address.
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6. Action: Email Event Handler Wizard: Set Actions X
Event Handler: Select Actions:
. ; M # Badusemame =-O A Alactions
Select Send email using the check box. W & Loy i

Flag for admin review
O A Runfilescript

O & ‘wiite to custom logfile
O Ban P address

O & Kickuser

O # Disable Ussr Account

To add an action, check one of the items on the right side.
Ta edit an astion, double click the action on the left side,
Multple astions of the same type are pemmitted by checking the action on the fight side again

< Back Mext » Cancel Help

7. Type the From and To email addresses
and Su bject Of the ema"_ |n the Body Of From: |systemadm\msllatul@suulhnverlechnulug\es.:Um
cy e - . . Tor ]systemadmm\sllatnl@snulhnverlechnnlng\es:nm
the email it is a good idea to include some _ :
. Subject: ]Hacklng atternpt an ZSERVERNAME
details about when the event occurred. We Sy [ g g = FTIE

From |P: ZCIP%

recommend including the time*, the ey e o s etnime of EUSERNAMET:
server name, the IP address of the
client, and the username that was used
during the hack attempt. If the message is
HTML, select the HTML Message check
box. Click OK.

W Is HTML message

*To include the time, server name, IP address, @ == Show Varebles
and username, use the variables as shown in
our example.
8_ Action: Kick User Event Handler Wizard: Set Actions @
Event Handler. Select Actions:
R . [ # Bad usemame = O Alactions
Select Kick user using the check box. M2 e i

O Flagtor adminreview
O # Run fie/script

O & ‘wiite to custom logfile
O # BanlP address
%

Disable User &ccount

Toadd an action, check one of the items on the right side.
To edit an action, double elick the action on the lef side.
Multple actions of the same type a1z pemitted by checking the action on the fight side again.

< Back Nest > Cancel Help

Titan FTP Server—Using Events to Thwart Hackers Quick Start Guide 6



9. The Kick user action tells the Event
Manager to kick this user from the system
when the event is triggered.

Specify the 0USERNAME%6 variable so
that the Event Manager will only kick the
user name that was used during the hack
attempt. Click OK.

10. Action: Ban IP Address

Select Ban IP address using the check box.

11. The Ban IP address action tells the Event
Manager to add this client IP address to the list
of IP addresses that are banned from accessing
the server. During this process the Event
Manager checks to see if the IP Access
Restrictions feature is enabled at the server
level and, if necessary, enables it at the server
level. The Event Manager then adds the current
IP address to the IP Access Restrictions list and
marks it as banned. No connections will be
accepted from this IP address in the future.

SRT

Action: Kick user

|dsermame:

Show Y ariables:

Specify a uzername

Event Handler Wizard: Set Actions rg|
Event Handler: Select Actions:
# Bad usemame =02 Alactions
A Kick user @ A Do et process command
O & Sendemai
O # Flagior aminreview
[ A Runfie/sciipt
O & ‘wiite to custom logfile
E G an P addiess
Kick user
[ 2 Disable User Account
Ta add an action, check one of the items on the right side.
To edit an action. double click the action on the |eft side.
Multiple: actions of the same type are permitted by checking the action on the fight side again.
< Back Newt > Cancel Help
Action: Ban IP Address |

IP address:
Show Vanables

Specify an IP address

( Ok |D' Cancel

Specify the IP address variable: %6CIP%6 and then Click OK.
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12. Now that you have defined your actions,
your Event Handler list should look like

our example. Click Next.

13. Type a name for this Event Handler and
type an optional description. This Event
Handler is enabled by default. You may Test
Fire this Event Handler now; however, since
you do not have a valid client IP address or
user name, the test will not be 100%

accurate. Click Finish.

14. The event that you just defined is

displayed.
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Event Handler Wizard: Set Actions

=

E}a«m Select Actions:

# Bad usziname
A Kick user

2 Ban P adthess
A Send email

B A Do not process command
O~ Sendemal

O A Flag for admin review

O Runfiedscript

O A ‘wite ta custom logfile
O A BanlP addiess

O Kick user

O # Disable User Account

To add an action, check one of the items on the right side
To edit an action, double click the action on the left side:
Muliple actions of the same type are pemitted by cheeking the action on the right side again

< Back i Mext > l ) Cancel

Help

fizard: Suamenary

Speciy a name for this Event Hander

[Usemame hackirg smempl
Sy o deverplon ke the Evend Harafr

¥ Enabls the Exend Hardor

werd Bad uneaname.

D0 o of thee Acton:
Acton Kick user JUSERNAMEY
Achiory Ban 1P adders: XOPY

Acter: Sand emad Ter eem_Fiom

& Titan MFT Server Administrator

File Wiew Server Groups Users Online Help

R EEER T RN I

= E I;an MFT Server Domains & Event Handlers l 7 F\aggedEvents} }
= wsjodi =
: Damain Activiey | Name | Description

‘webDrive Plain
SRT Server
Jodi's SFTP Server
B Jodi's MFT Server
; ﬂ_, Connections

[t3) FilesfDirectories
Logging
Server Activity

y Evwents
[+ ﬂ Groups

(4] Users
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% Primary Cluster q # Username hacking attempt__>

=
=
=
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Testing the Event

To properly test the event, you will log on to the server using an invalid user name.

1.

2.

3.

4.

You will see that you are now kicked off the server.

5.

Open a Command Prompt window on the local computer.

Type: ftp localhost

Click OK.

The Command Prompt window appears, prompting

Twpe the name of a program, folder, document, ar
Internet resource, and Wwindows will open it Far vou.

OK %[ Cancel ][ Erowse. .

o C:AWINDOWS\system32\fip.exe

you to type a user name. Type a user name that 298 Titon MET Sunves

User Cwsjodi:{(noned>:

does not exist on the server. You will then be
prompted for your password, type a fake
password.

Try to log on again by typing: user root

To test the Ban IP action, quit the current FTP session
and then, from the Command Prompt, open a new
session by typing: ftp localhost
You will receive a message indicating that you are now
connected to the server and then the connection will be
terminated because the server has banned access from
your IP address.

20 Titan MFT Server 6.18.56@ Ready.

B VW IR0 S s tem 3 2 hemd, e
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6. Lau.nf:h the Titan FTP Ser.ver "';“‘.z““j“ij”“"j“;”‘ﬂm s m W
Administrator. From the Titan FTP E vt G| @ Corpcion ot PRS0 UiDneiont A L7
Server Domains menu tree, select
the server, and then select
Connections. Use the left/right
arrows to view the IP Access tab.
The banned IP Address now shows
in the window.

7. To clear this IP Address from the banned list, g.fj Y0 ERRlsEb
select the IP Address and Click Delete and T ==
then click Apply to apply the change. ‘

Cornctions Advarced b © Actest | 18 UsioatDoveiad it | ¢

About South River Technologies

South River Technologies (SRT) is an innovator in managed file transfer and document
collaboration software. SRT’s software seamlessly integrates access to remote files into the
desktop applications that users rely on, creating an instantly familiar interface for
collaborating, sharing, and accessing files. SRT’s enterprise class server products are built
using industry standard encryption, highly granular security configuration controls, and
technologies to reduce the risk of network intrusions. Over 60,000 customers, including
more than 70 colleges and universities, government agencies such as NASA and FAA, and
other blue chip companies in more than 110 countries rely on SRT’s software to make
remote file access and collaboration more efficient for their customers, partners, and
distributed workforce. For more information, please visit www.southrivertech.com.
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