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this document is furnished under a license agreement, OEM, or reseller agreement. The
software may be used or copied only in accordance with the terms of those agreements. No
part of this publication may be reproduced, stored in a retrieval system, or transmitted in
any form or any means electronic or mechanical, including photocopying and recording for
any purpose other than the purchaser's personal use without the written permission of
South River Technologies, Inc.
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Inc. in the U.S. and other countries. Microsoft, Windows, Windows NT, Windows XP, and
Windows Vista are trademarks of Microsoft Corporation, Inc. The names of other actual
companies and products mentioned herein may be the trademarks of their respective
owners. Any information in this document about compatible products or services should not
be construed in any way to suggest SRT endorsement of that product or service.
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Annapolis, Maryland 21401
USA

Telephone: 410-266-0667
Fax: 410-266-1191
www.southrivertech.com

Please Note: The following instructions will help you to set up Titan FTP Server for user
authentication with Microsoft Windows NT Security Accounts Manager (SAM). For the
purpose of this quick start guide, we will guide you through these options without
configuring additional settings. If you need additional assistance, the Titan FTP User Guide is
available on line. A Frequently Asked Questions (FAQ) is available at our Knowledgebase
Support Center and a complete listing of our help documentation is available on our Web
site.
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Creating a special NT User Account

If you would like to use Windows NT SAM (Security Accounts Manager) for user
authentication with Titan FTP Server, a special NT User Account must be created. The
special NT User Account will be used by the Titan Service when it needs to authenticate FTP
clients when they connect to the system (it will not be used by the FTP clients to connect to
the server). This special NT User Account will be given certain rights not usually available to
other NT User accounts. The Titan Service will also need to be modified to use this new NT
User account that will be created. Please see Appendix A for instructions on how to create a
special NT User Account for use with Titan FTP Server.

Please Note: Some screens in this instruction contain options that do not pertain to
Windows NT SAM Authentication. If you need additional information regarding these steps,
please see the Titan FTP User Guide. For the purpose of this Windows NT SAM User
Authentication quick start guide, we will guide you through these options without
configuring additional settings.
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Configuring NT SAM User Authentication

Run the Titan Administration utility and start the New Server |re ves ia] coms Lo onine Hep

Wizard. U
= S

2. When the Administer Domain window appears, select the
radio button to connect to the Local Domain. Choose the

i Connect 1o the Locsl Domsn

Host Address by using the drop-down arrow. Type the R

Hout Addresr

Administration Port, Administrator Username, and ——
Administrator Password and click OK.

3. Type a unique Server Name. Click the drop-down arrow to | «.... !
choose your IP Address. (Any Available IP Address indicates S }
that 127.0.0.1 is localhost.) Type the WAN address, for I[;,"’:f;‘.;i".’l::i‘?’“““i_‘"‘“"‘ :
example, myserver.com. Click the Data Directory “...” e c = ’:
button to browse to the Data Directory. Click the Log e . j
Directory “...” button to browse to the Log Directory. Select _ _ | §
the check box to start this server when Titan FTP Server " ot st oo e 1 j

starts. When you are finished, click Next.*

*If you need to create standard UNIX directories you can find additional information in
the Titan FTP Server User’s Guide.

4. Select the Services this server will handle. Click Next.

Select services this server will handle:
¥ FTP ftypically prt 21)
I~ FTPS [typically port 990)

[~ SFTP [typically part 22)
Note: You must enable FTP access if you plan on using FTP/S with B G == et)
[~ HTTPS [typically part 443
explicit SSL (Auth SSL). [ !

ol o
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5. Select Windows NT/SAM User Authentication and

then click the Authentication Server Setup button.
This will launch the Windows NT/SAM User
Authentication sub-wizard.

SRT

Uter asberticier Dansbate.

_SRT

Cho e bt st dafabuase o B vorves

Choose Use Local/Standalone NT Account Database or Use Global/Domain NT Account
Database. Configuration options will vary depending on which option you choose.

If you select Use Local/Standalone NT Account
Database, the Standalone Server Name will be pre-
populated with the name of the local computer. Select
additional options using the check boxes. We

recommend that you select all three additional options.

If you select Use Global/Domain NT Account
Database.* Type the Windows NT Domain Name and
the Windows NT Domain Controller Name. Select
additional options using the check boxes. We

recommend that you select all three additional options.

When you are finished, click Next.

User Authestication Cenfiguration

Salect i i 15 i o et st o HT e comdoits e The i el
20 Pt et 0 e anc i Fe cwnesthg e ghi.

ot |
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*A special NT User Account must be created to use NT SAM User Authentication with
Titan FTP Server. See Appendix A for instruction on how to create this special NT User

Account.
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7. Set the Group Cache Life* using the up/down User Autbentication Configuralion

arrows. Click Next. s
Growp Cache i [0 =] swcons

Uszer Cache Life: [1800 =4 seconds

Sipeciy lhe larecul. in seconds. bo cache o rfomabon. Once e me pesod has erpoed,
geoup infnimatices vl be e cached the next me it & requred

< Back K‘N:j Corenl Hely

Sr
L4

* Titan FTP Server will cache user and group information to increase performance and
decrease the load on your back-end authentication server. The number of seconds that
Titan caches this information is controlled by the User Cache Life and Group Cache Life
values. The Group Cache Life value is used by Titan to determine how long to wait before
refreshing the group information and also the list of members of that group. Once the cache
life has expired, Titan will flag the cached group information as “stale” and the next time
Titan needs that group information it will reload the group properties (and the list of
members of the group) from the remote database. This means that if you modify the
membership of the group by adding new users, or deleting users from the group, those
changes will not appear in Titan until the Group Cache Life value has expired and Titan can
reload that information. Therefore, if you have a dynamic system where the users/groups
change frequently, set the Group Cache Life value to a short value, such as 300 seconds
(five minutes).

The same applies to the User Cache Life setting. If you make a change to a user account in
the back-end authentication server, these changes will not appear in Titan until the User
Cache Life value has expired on that user account. The exception to the rule is the user’s
password. Titan never caches user passwords so any changes to the user’s password in the
NT SAM user database will take effect immediately.

Warning: Avoid setting the Cache Life values too small. If you set the values too small, the
performance could degrade because Titan will be spending too much time flushing and

reloading the user/group information from the authentication server.

If you add and delete users frequently, change the Group Cache to 300 seconds.
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8. Click Test to test the configuration and ensure
that you are able to communicate with the user
authentication server.

SRT

User Authentication Configuratian ®
H Lot fusrtic
C=

=.
n
i

The dete. Plests ute the TEST the and
i cna v e 80 GO with e et antherdic afion server

< Back Frsch Cancel | Hee
9. If Titan FTP Server can successfully communicate with the NT SAM _,x e
Authentication database the message that displays is Success. Click OK. o
(If an error is displayed, Titan was not able to connect to the server.) "
10. After Titan FTP successfully connects to the database, r e e e

Titan will attempt to generate a list of groups. Click Yes to | 7 i Thscadtske s uhie  you have nay groups.

test the generation of a list of groups.

11. Click Yes to test the generation of a list of Users.

12. Click Finish.

13. You are now returned to the Titan FTP New
Server Wizard. Click Next.

'— Yes 3 Mo

b ‘Would you like tao kest the generation of a list of Users?
</
Mote: This could take a while if vou have many users,
( Yes D Na
Usor Authentication Configuration 3
Ll Aadharitaptxn
Tes:
-
Th . Plasts ute e TEST b the con snd
- bt
« Back Frah Cancel Hep
Hew Server Wizard 3
User Auhertication Datebase
[T LT — =
Authenticasion Serves Sehup.
Chioss the mutherieaton dalobase |ox hes server.
o« Back I Mt » l Cancel Help
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14. If you wish to enable FTP Services select the
Enable FTP Services check box. Select the FTP Port
number by using the up/down arrows. To enable
anonymous FTP access, select the check box. If
your server is sitting behind a router/firewall select
this check box. When you are finished with FTP

Services options™ click Next.

FIP Sarvices

¥ Erabe FIF Servces
FIRR (71 =
¥ Eraisie Ancymous F1P Accans
This nevves in siting behind & router Soewal

Erabin or cisable FTP sccen for this server

< Hack Cocel | M|

*For more detailed information pertaining to these configuration options see the Titan

FTP Server User’s Guide.

15. To enable SSL/TLS access on this server select this
check box and choose the appropriate sub-option.
Click the drop-down arrow to choose the certificate.
Click Certificate Management to configure a
certificate for this server. Enter the password
associated with the certificate. Use the “...” button
to browse to the Certificate Store Folder. When you
are finished configuring SSL/FTPS Security
Settings,™ click Next.

Hew Server Wicard ®
SELNTPS Seaty Seftngs
Enable S5L/TLS acomes on e tatvmr
gt SELTLS pot

U th Rslliwwing eovtlic st o this séevr

Enier e passwond asocisled wih 1 ceticate

Certfcate Stoos Fokder

ek, i bom b s FTPS [FTP arees S5) svaoont fie s sorvrs: [ s

*For more detailed information pertaining to these configuration options see the Titan

FTP Server User’s Guide.

16. To enable SFTP (SSH’s Secure File Transfer
Protocol) on this server select the check box and
choose the SFTP port (default port 22) using the
up/down arrows. Choose the host key set by using
the drop-down arrow. Click Host Key
Management for host key configuration options.
Type the password associated with the host key.
Click the “...” button to browse to the Host Key

SSHISFTI® Secuty Settng
I Eevake SFIP [55H's Socue Fle Tiamies Prodosl on Bet serve

TP Po: [

Wine the fofloewng hoat ey set o B perver

Erias the pasond svsocisted vith this hot hay.
|
Mot Kag bebdat

I |

Chck this b o ervabs et bt SETP: 55H's Socurm P Tt Protocl I enabiend, e seaves
vell iet ug SFTP pervices on o sepanin port wiusly port 22

et (Con P twcd | e |

folder. For more detailed information pertaining to these configuration options, see the
Titan FTP Server User’s Guide. Click Next when you are finished configuring SSH/SFTP

Security Settings.

17.If you would like to enable HTTP/HTTPS access on
this server, select the check boxes. To configure a
certificate, click Certificate Management.

Note: The Titan Web Interface is an optional module.
Contact sales@southrivertech.com for more information.

¥ Enabis HTTP browses based inferface 1o Titan FTP Server
Phddesr Post
[y Aol B e =l W

¥ Enable HTTPS /551 biowier baved rerlace bo Titen FT7 Server
P Addar Por
[Bry Aovadable  fdvess =] [
Ute the lobowing cerficate for this server
[ = Centficaps Managanient

Enter the paviword sniociated with this cetificate:

b mnisinn, s e 8 i,

'
¥
i
£
i
3
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18. Type the URL or IP address of the SMTP mail
server that will be used to send email notifications
to users. You may test the connection by clicking
Test Connection. (For more detailed information
pertaining to these configuration options see the
Titan FTP Server User’s Guide.) When you are
finished click Next.

19. Click Finish to create the server.

20. Once the server is created, the server starts and appears in the main Titan
FTP Administrator window. A green icon appears to indicate that the server is
running. At this point, there are no external groups or users mapped to Titan

FTP Server.*>

SRT

= M Server Settege
Mad Server
q)
1 e Urerame
[
B Pramecnd 1
-

Teat Carecsion

Erie the UIFIL o B ackdrges of the SMTE el yrves st vl b used b send erva ot slons by

*PLEASE NOTE: All Titan FTP Server users must belong to a group. Before any users
can access the system, you must add one or more groups to the server. Because Titan
FTP Server uses the NT SAM user database, groups that will participate in the Titan FTP

Server must be selected/mapped into Titan FTP Server

from the NT SAM database. To

do this, you must run the New Group Wizard to add a new group to the Titan FTP

Server.

21. Expand the server menu and click Groups. Click New
Group to launch the New Group Wizard.

22. Select one or more NT Groups to be granted access to
this server. Click Finish.

TINEFT T TRy L
l'd'_"- [ 98 e

i Giroug Inbormaton
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23. It is now time to test the server.*

Open a command prompt and

iftp> open localhost

type: Zgnggisgc:urgiggdfiér ney user.

ftp and then press the Enter %3 gifﬁiﬁé(ﬂﬂﬁif’ﬁeﬁﬁeﬁigf’l it

key' %g—ﬂ::innggggrig?lpi:ﬁge:ﬁ7..B.l. You are nouw logged in to the sevver.
Type either: i

open localhost

-OR-

the IP Address that you specified in_step 4.
If you specified a port number in Step 16 you must add the port number.
For example, type: open localhost 21

ooy

(open computer port#)

This will begin an FTP session with the local Titan FTP Server that you created.
When prompted, enter the user name: user1001

When prompted, enter the user’s password: password

You are now logged on to the Titan FTP Server.

Type quit to exit DOS and return to Windows.

*If you enabled SFTP, please see step 24 for an alternate method to test the server.*

24. If you enabled SFTP you can download an SFTP client, such as psftp.exe, to test your
server. After you have downloaded your SFTP client:

Open a command prompt and type: psftp and then press the enter key.

Type either:
open localhost
-OR-

the IP Address that you specified in step 3.
If you specified a port number in Step 16 you must add the port number.
For example, type: open localhost 21

ooy

(open computer port#)

This will begin an SFTP session with the local Titan FTP Server that you created.
When prompted, enter the user name: user1001

When prompted, enter the user’s password: password

You are now logged on to the Titan FTP Server.

Type quit to exit DOS and return to Windows.
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Appendix A: Creating a special NT User Account

If you would like to use Windows NT SAM (Security Accounts Manager) for user
authentication with Titan FTP Server, a special NT User Account must be created. The
special NT User Account will be used by the Titan Service when it needs to authenticate FTP
clients when they connect to the system (it will not be used by the FTP clients to connect to
the server). This special NT User Account will be given certain rights not usually available to
other NT User accounts. The Titan Service will also need to be modified to use this new NT
User account that will be created.

Titan FTP must be able to access the Windows NT SAM User Accounts Database whether
Titan FTP is installed on a standalone or single server network, or on a multi-server
network. There can be other servers on the network, but Titan will only interact with the
server that stores the Windows NT SAM User Accounts database.

Using Titan FTP with Windows NT SAM Authentication

Titan FTP installed on Titan FTP installed on
Standalone or Single Server Member Server
Metwork

Primary Domain Controller (PDC)

WT User Accounts
Database

NT User Accounts
Database

Member Server

S

FTPE Client FTE Client FTPE Client

FTF Client FTF Client
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If Titan FTP Server is installed on the PDC, use the following steps to create the
new NT User account:

1.

On the PDC, create a new domain user account and make note of the username and
password. For our example, we will use titanuser as the username and titanpass as

the password. NOTE: DO NOT USE THESE NAMES IN YOUR CONFIGURATION;

USE SOMETHING VERY DIFFERENT TO PREVENT SOMEONE FROM POSSIBLY
HACKING IN TO YOUR SYSTEM!

Make titanuser a member of the Domain Admins and Domain Users groups.

Open the Local Security Policy applet on the PDC and under Security Settings -
> Local Policies ->User Rights Assignments make sure that titanuser is granted
the right to Access Computer From The Network and Act As Part Of Operating
System.

Install Titan FTP Server on the PDC and restart the PDC.

Open the Services Control Panel Applet and scroll down to the Titan FTP Server
service. Right-click on the Titan FTP Server service and select Properties.

Modify the Log on As: section so that the Titan FTP Service will log on using the
titanuser/titanpass account that was created.

Stop then Restart the Titan FTP Service.
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If Titan FTP Server is not being installed on the PDC, then the PC on which Titan is
installed must be a Member Server of the domain:

1. On the PDC, create a new Domain User Account and make note of the username
and password. For our example, we will use titanuser as the username and titanpass
as the password. NOTE: DO NOT USE THESE NAMES IN YOUR
CONFIGURATION; USE SOMETHING VERY DIFFERENT TO PREVENT
SOMEONE FROM POSSIBLY HACKING IN TO YOUR SYSTEM!

Make titanuser a member of the Domain Admins and Domain Users groups.

Open the Local Security Policy applet on the PDC and under Security Settings -
> Local Policies ->User Rights Assignments make sure that titanuser is granted
the right to Access Computer From The Network and Act As Part Of Operating
System.

4. On the Member Server, create a new Local User Account using the same
username and password as the user in step 1. Make this user a member of the
Power Users group.

5. Open the Local Security Policy applet on the Member Server and under the
Security Settings -> Local Policies -> User Rights Assignments make sure
that titanuser is granted the right to Log on as a Service.

Install Titan FTP Server on the Member Server and restart the Member Server.

Open the Services Control Panel Applet on the Member Server and scroll down to
the Titan FTP Server service. Right-click on the Titan FTP Server service and
select Properties.

8. Modify the Log on As: section so that the Titan FTP Service will log on using the
titanuser/titanpass account that was created.

9. Stop then Restart the Titan FTP Service.

Titan FTP is now configured properly. The Titan FTP Service is now using a special NT User
Account that has the proper rights necessary to query the PDC User Accounts Database
during the authentication of an FTP client session. When a FTP client attempts to connect to
a Titan FTP Server that has been set up to use NT Authentication, Titan FTP sends the FTP
client’s username and password over to the PDC User Accounts Manager asking if the FTP
client username/password are valid. If they are, then Titan FTP will allow the FTP client to
connect.

About South River Technologies

South River Technologies (SRT) is an innovator in managed file transfer and document collaboration software.
SRT’s software seamlessly integrates access to remote files into the desktop applications that users rely on,
creating an instantly familiar interface for collaborating, sharing, and accessing files. SRT’s enterprise class server
products are built using industry standard encryption, highly granular security configuration controls, and
technologies to reduce the risk of network intrusions. Over 60,000 customers, including more than 70 colleges and
universities, government agencies such as NASA and FAA, and other blue chip companies in more than 110
countries rely on SRT'’s software to make remote file access and collaboration more efficient for their customers,
partners, and distributed workforce. For more information, please visit www.southrivertech.com.
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